B c u_' BCEPOCCHUMCKAS OJTUMITAA A IIKOJbHUKOB 2024/2025 rr.

LIKOJIbHBIA DTAII
scerocomicka TPYJ (TEXHOJIOTHS)
LIKOMBHMKOB NHP®OPMALMNOHHASA BE3OITACHOCTbD
9-11 KJIACC
MATEPHUAJIBI UIAA YJIEHOB KIOPU
(KJIKOYU, KPUTEPUN)
MAKCHUMAJIBHOE KOJIMYECTBO BAJIJIOB - 60.
Oo0mas yactsb (S 6a/1710B)
Homep Max 6aan | [IpaBuiabHBIN OTBET
BOMpoca
Oo0uas yacTp
1 1 5
2 1 2,13
3 1 13158
4 1 1-B, 2-A, 3-T, 4-b, 5-E, 6-11
5 1 2175
CneuunajbHasi yacThb (45 0ay710B)
1 2 ®enepanbHoe AreHTcTBO IlpaBuTenscTBeHHOW CBs3UM H
Nudopmarmu
KomruiekcHasi cuctema 3auuThl HHGOpMalUK
2 2 [TPUHIIUIIAMUA
3 3 Bepno: 1,2,4. Hesepno: 3,5
4 2 1
5 2 2
6 2 3
7 2 3
8 2 2
9 2 2
10 4 1,3
11 6 1-6,B,E 2-A,T',J]
12 5 Kirou cngura: 5 (1 6amn)
PacmmudpoBannbiii Teker: Creranorpadus, kpumnrorpadus-
OTJIMYHBIE CIIOCOOBI COXPaHUTh Mapoib B cekpere. s 6a3bl
JMAHHBIX I TIPUMEHSIO TMapoib CloBo rapantus. (mo 0,25
OaJiia 3a CJI0BO)
13 9 Besne wuccnenyiite BceuacHo, YUTO ecTb BEIMKO U
npekpacHo. (mo 1 6amny 3a cioBo, mo 0,25 GaoB 3a 3HAK
MpEenUHAHMS)

Keiic-3apanue (10 6a10B)

Kakue nefictBusi mornu mpeanpuHsTh paOoTHUKHM NASA, 49TOOBI BBISIBUTH NPUUYHHY
3apakeHus M Kak 00e3BpeauTh? YKaKUTE [IBa OCHOBHBIX JCHCTBHS ¢ oOocHoBaHmeM (5
0ayJ10B, Mo 2,5 0asiia 3a Kaxk/aoe aeiicTBUe ¢ 000CHOBAHUEM).

C xakumu yrpo3amMu HHGOPMAITMOHHOW 6€301aCHOCTH MOYKHO CTOJIKHYTHCS B HaIllM THU U
KaK ¢ HUMHU O00poThCs? YKaXUTE JIBE€ OCHOBHBIE YTPO3bl U 0O0OCHYWTE WX BBHIOOD (5 6aJ110B, MO
2,5 6ans1a 3a Kaxkaoe JelicTBHE ¢ 000CHOBAHHMEM).
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B c u_' BCEPOCCHUMCKAS OJTUMITAA A IIKOJbHUKOB 2024/2025 rr.

IIKOJIbHBIN ATAII
:ﬁﬁ:‘?‘c"i:icx.nﬁ TPYI[ (TEXHO.HOFI/I}I)
WKONLHMKOB UHO®OPMAILIMOHHAS BE3OIIACHOCTb
9-11 KJIACC

IIpumMepHbIe BADHAHTHI OTBETOB:
1. Kakwue neiictBust Mo npeanpunsth pabotHuka NASA, 4TOOBI BBISBUTH MPUYHHY 3apaKCHUS U Kak
00e3BpeuTh?

[IpuunHbI 3apaxeHus:
*J1511 OBICTPOTO M CBOEBPEMEHHOTO BBISABIICHUS IMPHYUHBI HEOOXOIUMO OBLTIO OOpaTUTHCS HE3aMEITHUTEIHLHO B
LenTp HarroHaNbHOM KoMITbloTEpHOH Oe3onacHocTu CILIA.
*Uro0bl BBISIBUTH MPUYUHY 3apakKeHHsl HYXHO MPOCKAHHUPOBATH CUCTEMY AHTUBUPYCOM HWJIM AHTHBUPYCHBIM
CKaHepoOM
* AnTuBupycnas cucteMa CHK4BOMB no3Bodsiia mpoaHain3upoBaTh TEKCT 3arpy309HOTO MOAYJISL U BBISIBIISITH
BCE TEKCTOBBIE COOOIICHUS U «II0JJO3PUTEIBHBICY» YUYACTKH KOJA.
[leicTBus:
*EMWHCTBEHHBIM CIIOCOOOM OCTAHOBHTH YePBS OBLIO MOJTHOE OTKIIOYCHHE KOMIBIOTEPA OT CETH.
*BykBanibHO 3a J1Ba THS OBUTH OTMpeesieHbl U 3a0J0KMPOBAHbI «JIa3eHKI», Yepe3 KOTOphIe YepBb MPOHHUKAI B
CUCTEMY, a KOJ 3apa3bl ObUT HEIHKOM am3acceMOnrpoBaH. 3a 12 yacoB aKTWBHOW PaOOTHI M M3yYEHHUS KOJa
MPOTPaMMHUCTBI CMOTIIH HAIACATh 3aKPHIBAOIIYIO BIPHI 3aIIATKY M HaYaTh PACIPOCTPAHATD €€ 10 CEeTH.
*BpenoHOCHYI0 aKTHBHOCTh Cpa3zy ke OOHapyXKWIH aAMHUHUCTPAaTopbl cetd. OHM TPUBIEKIN OOJbIIOE
KOJIMYECTBO Pa3pabOTYMKOB JUisi OOphOBI ¢ HEro. PemieHueM MpoOJieMbl 3aHMMAIUCh crienuanucThl LleHTpa
HAI[MOHAIBHONH KOMMBIOTEPHOW Oe30macHOCTH, HamroHamsHOTO MHCTUTYTa HAyKW W TEXHOJIOTHH, ATEHTCTBa
BOoeHHOM cBs3u, Munuctepctba 3Hepretuku CIIA, IIPY, ®BP u npyrux opranuzanuii CILIA.

2. C kakumu yrpo3amu WHGOPMAIMOHHON 0€30MaCHOCTH MOXKHO CTOJKHYThCS B HAIM JTHH T KaK ¢ HUMH
0opoThes?
Yrpo3s! nHGOPMAIMOHHON 0€30IaCHOCTH:
*BuUpychl, YepBH M TPOSIHBI — BPEJAOHOCHBIE MPOTPAMMBbI, KOTOPbIE MPOHUKAIOT B KOMIBIOTEP WM CETh U
HAHOCAT pa3NuuHbIi Bpea. C UX MOMOIIBI0 KHOEPIPECTYITHUKHN KPaayT, TOPTAT U YHUUTOKAIOT JaHHBIE.
*TlepexBart nmapoJsieid — mporecc NOIyUSHHS JOCTYTA K YyKOMY aKKayHTy IyTeM KPakKl yUETHBIX JaHHbBIX.
*DUIIMHT — MOIICHHHYECKAsl TPAKTHKA, KOTJa KHOEPIPECTYMHUKH BBIIAIOT ceOs 32 HAICHKHBIC HCTOYHHUKH IS

MOJIy4YCHUSA JIMIHOM I/IH(l)OpMa]_II/II/I. O,I[Ha n3 pa3HOBPI,I[HOCTeI>i (1)I/IIHI/IHFa — HCIHOJb30BAHUC IIOAMCHHBIX
JOMCHHBIX UMCH, KOTOPBIC ITIOXO0KHU Ha HACTOAIIMEC.
*CO]_II/IaJ'IBHaSI HWHKXCHCPpHUA — MaHUIyJIOUU JIFOABMU C LCJIbIKO IIOJYYCHUS JIMIHOM I/IHq)OpMaLII/II/I nin

BBHIMOJIHEHNSI ONpEACTCHHBIX JAelcTBHHA. Hampumep, 3MO0YMBIIUICHHHK MOXET Pa3IHYHBIMH CHOCOOaMHU
BTUPATHCS B JIOBEPHUE K KEPTBE, BE/Is C HEH MEPENUCKY B COIMMANBHBIX CETSIX M MECCEHKEpax.

MeToibl GOpBOBL:

* AnrtuBupycHoe u antummnuoHckoe [1O. [Ipennasnaueno naiast oOHapYyKEHUS W yJNAJIEHHs BPEAOHOCHBIX
MPOTpaMM, TAaKUX KaK BUPYCHI, TPOSIHBI, IIMTUOHCKUE MTPOTPAMMBI.

*Kpunrorpadus. Obs3aTensHO mmMpyiiTe JaHHBIE, 3TO UrpaeT BaXKHEWNIyo poiib B ux 3amure. [lludposanue
nHGOPMAaLUK TpH Nepeaade U XpaHEeHUH IOMOTaeT NMPEeJOTBPATUTh YTEUKU, PUYEM JJaKe MPH KOMITPOMETAINN
CHUCTEMBI B IIEJIOM. JTO MpoLecc NpeoOpa3oBaHUS HCXONHBIX AAaHHBIX B 3alIM(pPOBAaHHBIE C ITOMOIIBIO
CHEHALHOTO aJITOPUTMA, KOTOPBIH HA3bIBAIOT KIIOYOM. TakuM 00pa3oM, KpunrorpaduuecKkas 3aiura jJeiaet
WHPOPMAITUIO HETIOHSATHOM ISl BCEX, KTO TAaKUM KITFOYOM HE BIIQJICET.

*Ympasnenue JO0cTynoM. Pasrpannybre npaBa v UCIONIB3YWTE JOMOIHUTENBHYIO 3alIUTy. Peub mpexke Bcero o
MPOTPAMMHBIX OTPAaHHUYECHHUSAX JIOCTYyIla — pa3rpaHHYCHUU TOJH30BaTeNlei NPU MOMOIIY ayTEHTU(DUKAIMU C
Pa3IMIHBIMU TIPABAMH.

*TIporpammHuas 3amuTa. YcraHoBute gononHutensHoe [10. IIporpammHuas 3amuTa BKIIFOYAET HCIONIb30BaHHE
AQHTUBUPYCOB M AHTUINMTUOHCKUX MpOrpamM, OpaHAMay3poB (MEXKCETEBBIX SKPaHOB) U IOPYTUX CPEICTB IS
oOHapyXeHHUsl U IpeAoTBpalleHus kubepyrpo3. Takue nporpaMmsl 3alUTIAT KOPIOPATUBHYIO CETh OT BUPYCOB,
4YepBeil, TPOSHOB, PYTKUTOB, KEHIIOTTepOB, MNHOHCKOTro U pekiaamuoro 110 (adware), mporpamm-BeIMOraTenei.
A Opanamayspbl CHIXKAIOT PUCK HECAHKIIMOHHUPOBAaHHOTO noctyna u DDoS-arak.

*VPN u ipokcu. VPN (BupTyaibHBIC YaCTHBIC CETH) U MPOKCH-CEPBEPHI 00SCIIEINBAIOT OE30IIaCHOE COCAMHECHHIE
C ceTbio yepe3 mmppoBanue Tpaduka, 9To MO3BOJSLET 3AMUTHTL HHPOPMALINIO MIPU NIepeiade yepe3 OTKPHITHIC
CETH.

*CkaHepsl ys3BUMOCTEH. MICIIONB3yIOTCS IS TIOWCKa YSI3BUMOCTEH B CETAX, NMPIJIOKECHHSIX M YCTPOUCTBAX,
9TOOBI MPEAOTBPATUTH BO3MOXKHBIC KHOEpaTaKy.
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